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BY JEN DEGREGORIO

Special to The Daily Record

A human capital crisis: That is how
a federal commission described the
state of cybersecurity last summer in a
report to President Barack Obama. As
more Americans turn to the Internet
to conduct their daily business, the
nation’s computer infrastructure has
been expanding at warp speed to meet
the demand. Yet the nation is not
churning out enough graduates
trained to protect those networks
from hackers and terrorists.

The predicament is not news in
Maryland, with its abundance of gov-
ernment contractors, communications
firms and other companies that rely
heavily on sensitive computer sys-
tems. Indeed, cybersecurity has long
been a feature on the curriculum at
colleges and technical schools
statewide. But recent attention from
Washington has created even more
interest in preparing Marylanders for
jobs in cybersecurity, tens of thou-
sands of which are predicted to open
in the next decade. With unemploy-
ment continuing to plague large
swaths of the state, economic devel-
opment leaders see the industry as a
financial buoy for Marylanders.
Cybersecurity jobs pay a median $38
an hour — with executive salaries
standing in the six-figure range,
according to the Anne Arundel
Workforce Development Corp.

“I think there’s tremendous oppor-
tunity in this region, and it will be a
challenge to gear up fast enough to
address the needs,” said Pat Mikos, a
program manager in the division of
career and college readiness at the
Maryland State Department of
Education. “As soon as we can have
students ready, the better we are.”

More than 20 colleges and universi-
ties in Maryland now offer degrees in
computer science, with more than
36,000 students enrolled in computer
science or information programs.
Recognizing demand in the expanding
cybersecurity field, those schools
have been adding special coursework
to traditional science and computer
curricula. Others have labeled cyber-
security a major unto itself: Anne
Arundel Community College, for
example, was among the first commu-
nity colleges in the nation to offer an
associate degree in cybersecurity. 

In perhaps the biggest coup for
advocates of cybersecurity education,
the University of Maryland University
College last fall launched the first
cybersecurity degree programs in the
University of Maryland System.
UMUC, the online extension of the
University of Maryland, now offers a
bachelor’s degree with courses in
computer forensics, cyber crime and
cyber terrorism. The master’s degree
programs — in cybersecurity and
cybersecurity policy — focus on pre-

vention and recovery from cyber
attacks, with an emphasis on lawmak-
ing in the policy tract. 

Announcing the new programs,
UMUC President Susan C. Aldridge
said the degrees were a direct
response to “the serious workforce
shortages of highly skilled professions
within the cybersecurity industry.”

Just across the road from UMUC,
the University of Maryland, College
Park is taking a slightly different view
of cybersecurity. Instead of a specific
degree program, students can take
courses with a cybersecurity compo-
nent. Meanwhile, a new Cybersecurity
Center functions as a clearinghouse,
culling knowledge from departments
as disparate as criminology and com-
puter engineering. Cybersecurity is
still a budding field, and the
Cybersecurity Center operates on the
assumption that it could benefit from
the insights of other disciplines. 

“A standard classroom education
does not suffice in a field that is as
rapidly evolving as cybersecurity,”
said Patrick O’Shea, the center’s direc-
tor and a computer engineering pro-
fessor. “What we’re doing at UMD is
embedding cybersecurity education
and research in various degree pro-
grams; we are bringing faculty togeth-
er in ways that might not have other-
wise happened.”

Since opening in December, the
Cybersecurity Center has focused on
noncredit education, offering semi-
nars and speaker series to educate
students and the private sector about
emerging trends in the field. The cen-
ter also is developing cybersecurity
coursework. A new class in reverse
software engineering is a result of that
effort, said O’Shea.

“That’s really an important part of
cybersecurity — understanding soft-
ware and how it can be manipulated,”
O’Shea said.

The center’s staff is also thinking
about ways to add a cybersecurity
component to majors outside of com-
puter science, such as public policy. 

“Cybersecurity bridges many dif-
ferent areas; it’s not just a technical
problem,” O’Shea said.

Still, it’s the technical problem that
confounds most Maryland employers,
many of which have said the state sim-
ply is not producing enough graduates
with the deep computer and science
skills needed to begin a career in
cybersecurity. 

“We’re all finding difficulty in find-
ing a qualified workforce that we can
hire,” said Rosemary Budd, vice presi-
dent of business development at TASC
Inc., a systems engineering and sup-
port company that is headquartered in
Chantilly, Va., and has a strong pres-
ence in Maryland.

Although Maryland is among the
top states in the nation when it comes
to graduating students with science
and math degrees, it has yet to meet

Schools look to counter
‘human capital crisis’

Maryland colleges adapting to meet cyber employers’ growing needs

Kip Kunsman, interim director of the CyberCenter at Anne Arundel Community College
and a former manager of administrative and regulatory operations for the Governor’s
Workforce Investment Board, has been closely involved in cybersecurity workforce devel-
opment at AACC over the past year.
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the growing needs of the cybersecuri-
ty industry. One of the biggest prob-
lems is the dominance of foreign stu-
dents in degree programs that lend
themselves to careers in cybersecurity,
said Budd, who also is president of the
Fort Meade Alliance. Foreign-born stu-
dents are barred from receiving the
security clearances required to work
for the federal government or a com-
pany that contracts with the govern-
ment, Budd said. With so many top
graduates disqualified from employ-
ment, some of the state’s biggest
employers have been scrambling to
find employable staff.

The alliance, a nonprofit that pro-
motes the interest of companies and
government agencies at the U.S.
Army’s Fort George G. Meade, has
made cybersecurity workforce devel-

opment one of its chief priorities. The
group has been formulating cyber-
security-centered curricula for as early
as high school, hoping that early expo-
sure to the field will lead more stu-
dents to pick careers in it.

More than 40 high schools across
the state participate in the Cisco
Academy, which offers computer and
cybersecurity coursework beginning
in students’ sophomore years.
Students can earn industry certifica-
tions and even college credit by partic-
ipating in the academy. Enrollment by
school districts in the program has
increased every year since 2007, Mikos
said.

“These students are mastering a
level of IT networking skill that posi-
tions them for career advancement in
cybersecurity,” Mikos said.

WORKFORCE TRAINING
THAT WORKS FOR YOU

In today’s fast-paced business world, you need to
stay current.
At AACC, we help you succeed in an ever-changing workplace. Our highly experienced
teachers are here to give you and your employees the most up-to-date information and
the latest advances in a wide range of industries including cybersecurity, Internet and
mobile device software development, video game programming, health information
technology, digital forensics, electrical engineering and more.

To make it as convenient as possible, we o�er classes weekdays, weekends and evenings
at more than 90 county locations to �t your busy schedule. If online learning is better
for you, the Virtual Campus at AACC provides programs and courses anytime and at any
place! We also partner with companies and organizations to o�er training on-site for
greater convenience while still getting the bene�t of AACC’s quality education. You won’t
�nd a more a�ordable program that delivers real-world results. Learn more today!

Visit www.aacc.edu or call 410-777-AACC.

Richard Forno, director of the graduate cybersecurity program at University of Maryland, Baltimore County, says the school created its curriculum with working adults in mind.
‘We heard they wanted people who were technically savvy, but also knew how to work as part of a team,’ he said.

MAXIMILIAN FRANZ

“What we’re doing at [the University of Maryland] is
embedding cybersecurity education and research in 
various degree programs; … bringing faculty together 
in ways that might not have otherwise happened.

Patrick O’Shea
University of Maryland Cybersecurity Center



August 20116 HIGHER
EDUCATION

BY KAREN NITKIN

Special to The Daily Record

Maryland’s colleges and universi-
ties are offering programs that posi-
tion the state as an epicenter of
cybersecurity training, preparing a
new generation of workers for a field
that seems to hold endless job oppor-
tunities.

Maryland-based federal institu-
tions including the National Security
Agency, the U.S. Cyber Command,
Intelligence Advanced Research
Projects Activity, and the National
Institute of Standards and
Technology, rely on cybersecurity
experts to defend networks against
terrorist attacks. 

And educators note that the need
for cybersecurity experts extends well
beyond those institutions. The private
sector also is hiring, as schools, hospi-
tals, law firms and other institutions
recognize the need to protect their sys-
tems from terrorists as well as from
white-collar criminals and other infor-
mation thieves. Smaller firms are also
starting to recognize they must invest
in a workforce that can protect com-
puter systems and information, said
Carrie S. Leary, assistant professor of
computer technolgies and former
director of the CyberCenter at Anne
Arundel Community College.

“There’s a tremendous workforce
need that is really broad-ranged,” said
Patrick “P.J.” Hogan, vice chancellor
for government relations with the
University System of Maryland.
“Everything is vulnerable, from elec-
tric grids to banking systems.” 

To meet the growing need for
cybersecurity jobs in Maryland and
elsewhere, institutions large and
small, public and private, are offering
education ranging from certificate
programs to master’s-level degrees.

Higher education institutions are con-
sulting directly with government and
private employers to find out what
skills will be most valuable, and
incorporating those discussions when
they design their courses. 

If anything is holding back the
development of these programs, it is
simply finding enough people to
teach them, Hogan said.

At Stevenson University, the exist-
ing computer forensics program is
being put “on steroids,” in the words
of professor Michael Robinson, as a
$100,000 BRAC grant allows the cre-
ation of courses focused on cellular
telephone, network and “cloud” secu-
rity, and evidence-gathering. 

Robinson, adjunct professor and
coordinator of forensic and IT pro-
grams, explained that the courses
were developed after university offi-
cials spoke with people in the
Department of Defense and the U.S.
Cyber Command. “We asked them
what their needs were” and then
applied for the BRAC grant. “This was
not developed in a vacuum,” he said. 

Meanwhile, University of
Maryland, Baltimore County offers
both a master’s degree and graduate
certificate in cybersecurity, said
Richard Forno, director of UMBC’s
graduate cybersecurity program. The
program, he said, “is geared toward
the working adult,” with a mix of
technical courses and others that
focus on such non-technical aspects
as management skills.

That concept came out of discus-
sions with people in the workforce,
Forno said. “We heard they wanted
people who were technically savvy
but also knew how to work as part of
a team.” 

And Anne Arundel Community
College recently completed its first
year as the lead educational institu-
tion in the Pathways to Cybersecurity
Careers Consortium, funded with a
three-year Department of Labor
grant. Already, more than 400 people
have earned industry-recognized cer-
tifications through the program,
which enrolls students in Anne
Arundel, Howard and Carroll commu-

nity colleges. The goal is to train 1,000
people for cybersecurity careers over
the course of three years, said Leary.

One course, she said, teaches stu-
dents to be “ethical hackers,” since
companies are hiring such experts to
find vulnerabilities in their own sys-
tems.

To smooth the path between com-
munity colleges and four-year institu-
tions, the University of Maryland
University System is working to make
sure students who receive cybersecu-
rity degrees from two-year institu-
tions can enroll in four-year institu-
tions as juniors. The system in May
released a report from its Cyber
Security Task Force, which examined
the resources that exist in the state
and ways to better train workers in a
rapidly evolving field. 

Hogan said one plan is to add
more internships to help students
“get real-life experience while they
are studying.” 

Meanwhile, programs that at first
blush seem unrelated to computers
and information security are adding
cybersecurity components, he said.
For example, the MBA program at the
University of Maryland, College Park
is including cybersecurity require-
ments. “There’s going to be more
cross-discipline between computer
science programs and business pro-
grams,” he said. 

U.S. Sen. Barbara Mikulski, D-Md.,
described the report as “a blueprint
for the future that creates an educa-
tional framework at all of the
University of Maryland campuses.” 

The report notes that the system
already has a wealth of cybersecurity
programs, including 53 for bachelor’s
degrees, 33 for master’s degrees, nine
for doctoral degrees and 13 for relat-
ed undergraduate and post-baccalau-
reate certificates.

The report called for expanding
the career pipeline, through both
additional educational offerings and
more partnerships with government
and private institutions. 

“There is no doubt that the
demand for a skilled workforce in the
area of cyber security and informa-
tion assurance is significant and will
continue to grow,” the report states. 

“It’s about the development of a
strong, educated, capable cyber work-
force in Maryland will lead to a safer
country, and a stronger economy. It’s
about preparing for the jobs of today
and tomorrow in Maryland that will
not leave the United States,” Mikulski
wrote in an emailed statement.

The issue has champions at the
state level, with Gov. Martin O’Malley
continually touting the need to devel-
op a workforce in cybersecurity. At
the federal level, Mikulski is a mem-
ber of the Cyber Security Task Force. 

“There’s certainly a strategic prior-
ity of the Governor and workforce
development and education,” said
Sue Blanshan, director of academic
affairs for the Maryland Higher
Education Commission. 

“If you were to be a cyber warrior
and you were to protect and defend
the United States of America against
these cyber attacks — either against
our government, its critical infra-
structure or the vital assets of its pri-
vate sector — you want to come to
Maryland because this is where the
action is,” Mikulski said. 

Michael Robinson, adjunct professor and coordinator of forensic and IT programs at Stevenson University, says the school has designed its
program based on feedback and suggestions from the Department of Defense and the U.S. Cyber Command, among other stakeholders.

MAXIMILIAN FRANZ

Much funding flows to cyber education
Maryland institutions flush with cash to create training for in-demand skills 

“Smaller, private sector firms are
starting to recognize that they,
too, must invest in a workforce
that can protect computer 
systems and information.

Carrie S. Leary
Anne Arundel Community College 



QWhat can our region’s 
institutions of higher learning
do to prepare students in 

the field of cybersecurity?

AThere is a significant amount of
work being done across the
state to prepare students for

successful careers in cybersecurity. At
UMBC we have a team of campus lead-
ers — including people like Jack Suess,
vice president, information technology;
Kent Malwitz, vice president, UMBC
Training Center; Dr. Rick Forno, cyber-
security graduate program director;
Anne Scholl-Fiedler, director, Career
Development Center; and Dr. John
Martello, vice provost and
president/CEO, UMBC Training
Centers, Continuing and Professional
Studies — helping to take advantage of
the opportunity this cybersecurity field
is presenting to Maryland and working
to make it one of the things Maryland is
known for across the country and the
world. For instance, the University
System of Maryland convened a task
force earlier this year to consider these
very questions and make recommenda-
tions. The task force made five major
recommendations: Working with the
Governor’s Workforce Investment
Board, conduct a comprehensive and
scientific study of employer needs;
enhance and extend higher educational
offerings related to cybersecurity and
information assurance; establish more
partnerships among education, govern-
ment, and private industry, and lever-
age the resources available; strengthen
research and support innovation and
technology transfer in cybersecurity;
and expand the cybersecurity career
pipeline through collaborations
between the USM and Maryland’s com-
munity colleges.

Q Is Maryland facing increased
competition from other 
institutions, and if so, how 

are Maryland’s institutions putting 
themselves ahead?

AMaryland is facing considerable
challenges from other leading
institutions across the country

that do cybersecurity-related research

or that are educating students in the
field. Nationally, demand is very high
for researchers trained in cybersecurity
and Maryland institutions are compet-
ing with other top-notch universities
for this talent. The state has some
advantages, like the location of many
federal agencies headquartered in the
region, and the strength of universities
in this region. Strategic initiatives like
Governor O’Malley’s CyberMaryland
Report and the USM cybersecurity
study have strengthened the alliance of
government, industry and universities
in this work. It is true, too, that success
will require funding resources to
recruit faculty and scientists that can
establish research labs in Maryland, to
fund and support graduate students,
and to encourage innovative approach-
es to technology transfer. For instance,
UMBC and Northrop Grumman have
collaborated to launch the Cync tech-
nology incubator for cybersecurity
companies located at bwtech@UMBC,
the university’s research and technolo-
gy park. 

QShould cybersecurity training
be something required of all
students preparing for work in

the 21st century? 

AWorkers from a wide range of
technical and non-technical
fields including languages,

humanities, and social sciences are
employed in cybersecurity jobs. Many
institutions are looking at certificate
programs that can be integrated into
other majors to provide a cybersecurity
foundation.

QHow difficult is it to design
coursework for a field that 
is ever-changing like 

cybersecurity?

AUndergraduates preparing for
careers in this field need foun-
dational skills that can come

from a strong core curriculum in 
mathematics, computer science 
and science.

Professional programs, including
master’s level, need to evolve more
rapidly as the field changes. These pro-

grams absolutely need to reinforce the
foundation-level cybersecurity skills.
And they also need to make sure
cyberprofessionals can apply new
technologies, platforms, and products
within the present-day organizational
environment, which is very dynamic.
At UMBC, outstanding full-time faculty
partner with industry experts to help
review existing courses, develop new
ones, and make the necessary curricu-
lar adjustments to ensure our students
success in this field. 

QHow can students be 
successful in this field 
upon graduation?

AThe USM report highlights the
need for a strong foundation in
a core curriculum, and the

importance of internships and other
opportunities that can expose them to
the field earlier in their academic
careers. It also points out that many
jobs in this field require security clear-
ances, and that students need to be
cognizant of the kinds of behaviors
and habits that can affect their ability
to obtain the clearance.

It is clear that having a college
degree or professional certificate in
cybersecurity is only the first step
toward long-term career success. The
field is changing every day. At UMBC,
we encourage students to get involved
in professional groups early to build
networks and be exposed to different
kinds of careers in the field. As possi-
ble, we also encourage them to attend
conferences and conduct research at
the undergraduate level. In addition to
showing potential employers their
commitment to the work, these habits
build skills that will help them remain
competitive in the field long into the
future.  

QWhat options are out there for
adult learners looking at this
as a new career opportunity?

ACybersecurity is an interdiscipli-
nary field. It can appeal to a
wide array of adult learners,

especially those with strong technical
degrees who want to retool their skills

with a master’s degree or certificate.
But it is not only a technology field,
and individuals with strong business or
technology management backgrounds
can also move into careers in this
space. The UMBC Training Centers
offers a wide variety of education and
training programs for adults seeking to
enter this field, and cybersecurity pro-
fessionals looking for advanced train-
ing and certification. Programs are
offered in the evenings and on week-
ends to meet the scheduling demands
of working professionals. 

QHow is UMBC contributing 
on the research side of 
cybersecurity? 

AMany of UMBC’s faculty con-
duct important research that has
implications for detecting intru-

sions into networks, protecting systems
and data, and more. Specifically, UMBC
faculty is performing cutting-edge
research in areas including situational
awareness, distributed and privacy pre-
serving analytics/data mining, mobile
security, sensor networks, and human-
computer interaction. Faculty members
have obtained funding for this research
from agencies including the National
Science Foundation, DARPA, the Air
Force Office of Scientific Research,
and corporate partners including
Northrop Grumman, SAIC, and IBM.

QWhere do you see our region’s
job market heading in the next
five years? 20 years?

AWe anticipate significant growth
in this area over the next five
years as the nation continues to

stand up our cybersecurity resources.
In addition, cybersecurity has implica-
tions for a broad range of sectors,
including healthcare, energy, and finan-
cial services. These industries have 
a strong footing in the Maryland 
economy, so the job outlook is strong,
as is the need for innovative technolo-
gies to address new and emerging
problems. Our ability to prepare a
workforce to address cybersecurity
challenges makes Maryland a real
leader in this area. 
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On the ground:

UMBC president reveals cyber strategy
As colleges adapt, Hrabowski says cyber training is a ‘responsibility’

University of Maryland, Baltimore County President Freeman Hrabowski.

RICH DENNISON

BY KRISTA BRICK

Special to The Daily Record

Cyber crime no longer is the game of
science fiction novels or summer block-
buster movies. 

Mega companies like CitiBank and
Apple and government agencies such as
the U.S. Department of Agriculture and
the Department of Defense all have been
attacked by cyber villains, putting their
databases and customers’ information at
risk.

New-age crime has sparked a new
industry in cybersecurity insurance and
is prompting greater need for a profes-
sional workforce that can mold the
future of this Wild West frontier.

University of Maryland, Baltimore
County recognizes its role in educating a
workforce, researching cybersecurity
capabilities and developing partnerships

with the industries that support Internet
technology. The college enrolls more
than 2,000 undergraduate and graduate
students in IT-related disciplines, includ-
ing computer science, computer engi-
neering, information systems and electri-
cal engineering.

In 2010, UMBC graduated 402 stu-
dents with cybersecurity-related bache-
lor’s, master’s and doctoral degrees. At
UMBC Training Centers, cybersecurity
now accounts for roughly 35 percent of
the training activities, and the number of
students in UMBC cybersecurity pro-
grams is growing significantly.

To UMBC President Freeman
Hrabowski, cybersecurity is not just
another career choice for students. In a
recent interview, he said that providing
training and research in this industry is
essential to meeting responsibilities to
protect our government and its citizens. 
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